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[bookmark: _Toc149736913]Part 1 – Risk Management Plan Outline and Research
1. [bookmark: _Toc149736914]Introduction

The purpose of this risk management plan is for use in the instance Health Network Inc has a data breach or security breach. This document is meant to educate and inform employees of their designated roles in the event of a breach. Employees will have designated roles throughout this document that will be used to mitigate and deter potential for disaster. This document holds value to Health Network Inc by outlining how and what tactics we at Health Network inc will use to protect our clients and employees’ privacy and personal data. We intend to follow these methods of mitigating and deterring the risk of potential breaches to ensure we can protect our clients’ livelihoods and personal information. Health Network Inc specializes in keeping track of health records and information of multiple clients, and makes records and recording of health information easily accessible to healthcare providers and professionals.

2. [bookmark: _Toc149736915]Purpose and Importance

The purpose of this risk management plan is to outline and highlight each employee’s role and purpose in the unlikely scenario we do have a breach or security problem. These roles each hold value towards the goal of mitigating and eliminating risk that could lead to disaster within Health Network Inc. Health Network Inc’s risk management plan holds much value towards our company because it outlines how we will protect the data and security of our customers and clients. We are determined to use this risk management plan to outline and hopefully mitigate any attacks or disasters that may occur endangering our customers and client’s important information. The importance of this document is to protect and maintain stability and protection of data and important information regarding our clients. 

3. [bookmark: _Toc149736916]Scope and Boundaries

Health Network Inc’s risk management plan has very few boundaries within the company, but we also must abide by our many laws and regulations. We mainly focus on the citizens of the United States Data protection, so we don’t have to focus on international regulations since all our offices are located within the United States. Our scope is to target threats by using many antiviruses and firewalls to mitigate threats and deter threat actors. Our boundaries are mainly HIPAA because we deal mainly with Health insurance and information. Health insurance and the protection of health data is our focus and scope that we intend to follow. Boundaries aren’t as strenuous or seen as a challenge because the boundaries we encounter from compliance regulations and laws make our risk management stronger.

4. [bookmark: _Toc149736917]Compliance Laws and Regulations

a. [bookmark: _Toc149736918]Compliance Laws

The compliance laws we follow are HIPAA (a healthcare compliance law that stems from 1996 where it was initially enacted to protect private healthcare information and make healthcare more protected), PCI (payment card industry standards mainly are used to protect the transactions made by users and to even process credit cards Health Network Inc needs to be in complete compliance with PCI), and the HITECH act (this act was implemented to strengthen HIPAA and ensures that even with the use of computers and technology we at Health Network Inc have to safely manage our cybersecurity and safely transfer healthcare information when necessary). These compliance laws make our risk management plan and company more secure and more resilient in the case of a security breach. HIPAA being enforced by HITECH makes us a more secure company and reliable as well due to the audits that are enacted annually to ensure we have a solid infrastructure for our customers.

b. [bookmark: _Toc149736919]Regulations

The regulations Health Network Inc will follow is we will have a strong password standard that will require employees and users to have 12-character passwords including special characters so it will make data slightly more secure. Our second regulation we at Healthcare Network Inc follow is the chain of command policy which basically states that before we transfer any health information or records patients need to sign a waiver that allows records to be mailed or digitally transmitted. Another regulation that shapes Health Network Inc is our network management policy which only allows approved users and devices onto our network so it will lower the possibility of any threat actors making it onto our network where valuable information is stored,

5. [bookmark: _Toc149736920]Roles and Responsibilities
Listed below are the roles and the corresponding responsibilities for all listed roles.
Senior Management
· Advise employees how to handle situations regarding PII.
· Direct and engage employees when a risk occurs.
· Should be the people responsible for directing employees to follow roles in the risk management plan.
IT Management
· Recognize IT issues and analytics.
· Provide IT information to senior management.
· Identifying all the issues 
· Assess the issues and potential risks.
System and Information Owners
· Monitor and assess issues.
· Provide software to help with issues. 
· Assess information and provide hardware to help with mitigation of threats. 
Functional Management
· Monitor and assess risk.
· Keep employees focused and on track to mitigate risks.
Information Security (IS) Management
· Adds extra security to information and PII
· Able to add and assist higher levels of management with classification of Information issues.
· The ability to tell different levels of management the amount of information or PII potentially being breached.
Security Awareness Trainers
· Can use breaches and past instances of issues as learning experiences for training.
· Have the ability to explain and train people on issues that may arise.
· First line of defense in teaching employees how to combat threats.
· Train and teach employees designated roles and ways to prevent cyber issues.


6. [bookmark: _Toc149736921]Project Schedule
Listed below are the dates each portion of the project is to be completed and presented to management.
Part 1- DUE 10/1/2023
Part 2- DUE end of week 7
Part 3- DUE end of week 9
Part 4- DUE end of week 14
Part 5-DUE end of week 16






[bookmark: _Toc149736922]
Part 2 – Risk Assessment Plan
1. [bookmark: _Toc149736923]Purpose and Importance

The purpose and importance of this risk assessment plan is to highlight certain issues and risks that may be problematic for our company. This risk assessment will determine and rank the severity of these problems hopefully encourage cyber professionals to mitigate or solve these issues. Highlighting these issues will help cyberprofessionals mitigate and solve issues to in turn make the network and company’s infrastructure more secure.

2. [bookmark: _Toc149736924]Scope and Boundaries

The scope of the risk assessment plan is to consider and view what is problematic and unsecure on our network. The boundaries on this risk assessment will also mainly relate to customers PII, we will only be able to explore certain aspects of our network so in turn we won’t be violating privacy or risking the breach of our customers' privacy.

3. [bookmark: _Toc149736925]Data Center Assets and Activities

The assets we mainly need to focus on are the three production data centers that house over a thousand production databases and many corporate assets. The asset we also need to consider is the 650 corporate laptops and mobile devices. We need to evaluate the employees as well by doing background checks annually to provide insight on who is around secretive company data. Devices need to be secured as well with firewalls and vpn’s.
4. [bookmark: _Toc149736926]Risk Identification

Risk identification will involve the project team, appropriate stakeholders, and will include an evaluation of environmental factors, organizational culture and the project management plan including the project scope, schedule, cost, or quality.  Careful attention will be given to the project deliverables, assumptions, constraints, WBS, cost/effort estimates, resource plan, and other key project documents.  

a. [bookmark: _Toc149736927]Methods for Risk Identification

The following methods will be used to assist in the identification of risks associated with: 
· Brainstorming
· Interviewing
· SWOT (Strengths, Weaknesses, Opportunities and Threats)
· Diagramming
· Etc. 

5. [bookmark: _Toc149736928]Threats and Vulnerabilities

· Loss of company data due to hardware being removed from the production systems. This is a threat because if hardware is continuously removed from the production systems it threatens the network and everything connected to the database. This is a vulnerability because this device is connected to our server that contains PII of customers.
· Loss of company information on lost or stolen company-owned assets, such as mobile devices and laptops. This is a threat because these devices have access to our network and are a direct link to potential customer data.
· Loss of customers due to production outages caused by various events, such as natural disasters, change management, unstable software, and so on. This is a vulnerability because Health Network inc seems to not have a contingency plan in case of natural disasters and how to recover from them. This is a threat because this will effect sales and the security of our customers’ data.
· Internal threats due to company being accessible on the internet. This is a vulnerability because we need to be able to have a secure landscape online because this can lead to more threats. This is viewed as a threat because workers and employees may have access to data and information that could be detrimental to our company.
· Insider threats. Insider threats are vulnerabilities because if not realized and caught quickly they have access to our networks and information that could easily be given away to a bad threat actor. This is a threat as well because they could potentially sell or profit off selling our data or information and that could cause a breach of security.
· Changes in regulatory landscapes that may impact operations. This is a vulnerability because the constant change in landscape affects every employee’s role and purpose. This is a threat because we are losing resources and potentially opening the door for a breach.
6. [bookmark: _Toc149736929]Risk Analysis

All risks identified will be assessed to identify the range of possible project outcomes.  Risks will be prioritized by their level of importance.  

a. [bookmark: _Toc149736930]Qualitative Risk Analysis

The probability and impact of occurrence for each identified risk will be assessed by the project manager, with input from the project team using the following approach: 

Probability
· High – Greater than <70%> probability of occurrence
· Medium – Between <30%> and <70%> probability of occurrence
· Low – Below <30%> probability of occurrence
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· High – Risk that has the potential to greatly impact project cost, project schedule or performance
· Medium – Risk that has the potential to slightly impact project cost, project schedule or performance
· Low – Risk that has relatively little impact on cost, schedule or performance

Risks that fall within the RED and YELLOW zones will have risk response plan which may include both a risk response strategy and a risk contingency plan.


b. [bookmark: _Toc149736931]Quantitative Risk Analysis

Analysis of risk events that have been prioritized using the qualitative risk analysis process and their effect on project activities will be estimated, a numerical rating is applied to each risk based on quantitative analysis, and then documented in this section of the risk management plan.  

7. [bookmark: _Toc149736932]Risk Response Planning

Each major risk (those falling in the Red & Yellow zones) will be assigned to a risk owner for monitoring and controlling purposes to ensure that the risk will not “fall through the cracks”.  

For each major risk, one of the following approaches will be selected to address it:
· Avoid – Eliminate the threat or condition or to protect the project objectives from its impact by eliminating the cause
· Mitigate – Identify ways to reduce the probability or the impact of the risk
· Accept – Nothing will be done 
· Contingency –Define actions to be taken in response to risks
· Transfer – Shift the consequence of a risk to a third party together with ownership of the response by making another party responsible for the risk (buy insurance, outsourcing, etc.)

For each risk that will be mitigated, the project team will identify ways to prevent the risk from occurring or reduce its impact or probability of occurring.  This may include prototyping, adding tasks to the project schedule, adding resources, etc.  Any secondary risks that result from risk mitigation response will be documented and follow the risk management protocol as the primary risks.

For each major risk that is to be mitigated or that is accepted, a course of action will be outlined in the event that the risk does materialize in order to minimize its impact.

8. [bookmark: _Toc149736933]Controls

We recommend that Health Network Inc look into or implement these controls. NIST 800-53 is the controls document we think is the most beneficial. We recommend AC-11 which is a device lock which we believe would help secure and stop any sort of data theft that would occur with company issued devices. We recommend AC-17 as well for remote access because this control highlights and outlines many of the issues that Health Network Inc is having with their company, mainly being able to be accessed online. We believe that solid and effective encryption will make the company more secure and safe for users. We also believe that AC-22 will be beneficial as well because it is meant to highlight what is meant to be publicly accessed versus what is meant to not be viewed by people that are not employed by Health Network Inc.

9. [bookmark: _Toc149736934]Roles and Responsibilities

Senior Management
· Advise employees how to handle situations regarding PII.
· Direct and engage employees when a risk occurs.
· Should be the people responsible for directing employees to follow roles in the risk management plan.
IT Management
· Recognize IT issues and analytics.
· Provide IT information to senior management.
· Identifying all the issues 
· Assess the issues and potential risks.
System and Information Owners
· Monitor and assess issues.
· Provide software to help with issues. 
· Assess information and provide hardware to help with mitigation of threats. 
Functional Management
· Monitor and assess risk.
· Keep employees focused and on track to mitigate risks.
Information Security (IS) Management
· Adds extra security to information and PII
· Able to add and assist higher levels of management with classification of Information issues.
· The ability to tell different levels of management the amount of information or PII potentially being breached.
Security Awareness Trainers
· Can use breaches and past instances of issues as learning experiences for training.
· Have the ability to explain and train people on issues that may arise.
· First line of defense in teaching employees how to combat threats.
· Train and teach employees designated roles and ways to prevent cyber issues.

10. [bookmark: _Toc149736935]Schedule

Part 1- DUE 10/1/2023
Part 2- DUE end of week 7
Part 3- DUE end of week 9
Part 4- DUE end of week 14
Part 5-DUE end of week 16


[bookmark: _Toc149736936]Part 3 – Risk Mitigation Plan

1. [bookmark: _Toc149736937]Introduction

This mitigation plan will be used as an outline of all the threats on the network that we can either completely mitigate or at least mitigate a portion of the threat. This risk mitigation plan will highlight threats that Health Network Inc has encountered in the past and newly encountered threats. Our risk mitigation plan will also cover the controls we need to implement to ensure safety and successful mitigation. We at Health Network Inc will also highlight the future threats that could potentially impact on our network. Health Network Inc uses this information and guideline to outline and mitigate threats that compromise our network and the safety of our employees and customers data. This mitigation plan will secure the safety of our users and our customers by ensuring our corporation stays up to date with upcoming and current threats.
2. [bookmark: _Toc149736938]Purpose and Importance

The purpose and importance of this risk mitigation plan is to highlight threats that could be mitigated, and potentially put forward some solutions to successful mitigation in ways of controls. At Health Network Inc this risk mitigation plan will be used as a guideline on what to mitigate and improve our network and infrastructure. 
3. [bookmark: _Toc149736939]Previously Identified Threats
Upon review of the current risk management plan, the following threats were identified:
Loss of company data due to hardware being removed from production systems.
Loss of company information on lost or stolen company-owned assets, such as mobile devices and laptops
Loss of customers due to production outages caused by various events, such as natural disasters, change management, unstable software, and so on
Internet threats due to company products being accessible on the Internet.
Insider threats
Changes in regulatory landscape that may impact operations.

4. [bookmark: _Toc149736940]Newly Identified Threats

Upon Further analysis of the network at Health Network Inc these threats were identified:
· Scope and Boundaries of the projects need to be defined to potentially reduce excess use of company assets.
· Project Deadlines need to be listed and clearly visible to all employees participating in these projects.
· Ability to access private data through the internet.
5. [bookmark: _Toc149736941]Controls to Implement

Controls that would benefit Health Network Inc’s risk mitigation:
· AC-8- This control will alert our IT management team when certain systems and areas are accessed. This control will help mitigate the internal threats due to management being notified when important or confidential areas of our infrastructure are accessed.
· PM-5- This control will reduce the possibility of things going missing for long periods of time. If Health Network Inc implements this control It will allow our organization to keep track of our assets so less theft may occur. If we can pinpoint when assets go missing it will be easier to figure out where the theft occurred.
· PM-7- The implementation of this control will impact the organization and stability of project teams enabling more successful projects. This control will enable Health Network Inc to have more structured leadership and teams that will be more successful.
· AC-17- The implementation of this control will secure Health Network Inc’s remote and online infrastructure. This control will make our remote interface more secure and will mitigate the threat of our company being accessible through the internet. 
· AC-11- The implementation of this control will make sure each device will be using a password that will stop outside users from accessing data they aren’t allowed to view. This control will enable a safer corporation so that if company owned assets are stolen or misplaced, they will have encryption and passwords.



6. [bookmark: _Toc149736942]Future Threats

Future threats will be mitigated annually by conducting a risk mitigation plan each year. Health Network Inc uses these risk mitigation plans as a guideline to mitigate and control threats that occur from risk and the ever-changing technological climate. The use of a risk mitigation plan annually will ensure that us at Health Network Inc are aware of risks and take all the steps to mitigate these issues.







[bookmark: _Toc149736943]Part 4 – Business Impact Analysis (BIA) & Business Continuity Plan (BCP)


[bookmark: _Toc149736944]Business Impact Analysis

A. [bookmark: _Toc149736945]Purpose
· Mission/Business Processes and Recovery Criticality
· The mission objective of the Business Impact analysis is to analyze how disasters and risks will impact our network and products. The objective is to analyze certain aspects of our network and improve upon areas to minimize downtime and unavailability.
· Resource Requirement
· Resources that are pivotal for Health Network Inc are our 600 employees located around Minnesota, Oregon, and Virginia. 
· The corresponding data locations near each of our corporate locations is pivotal towards operations and disaster recovery.
· The protection and safety of our 1000 production databases are integral for the success and safety of customers personally identifiable information.
· Each employee has a corporate issued laptop/cellphone which is integral in the safety of our network.
· Recovery Priorities
· Based upon evaluation of resources the main priorities in the chance of a disaster is the safety of our employees located throughout the United States.
· The second priority for Health Network Inc is the safety of our corporate locations and corresponding data centers due to the importance of information stored there.
· The third priority of Health Network Inc is the personally issued devices from Health Network Inc.
B. [bookmark: _Toc149736947]Determine Process and System Criticality
Listed below in correspondence with management and information technology support we have managed to provide multiple of the services that are directly related to our information systems.


	Mission/Business Process
	Description

	Pay Vendor Invoices
	Process of obligating funds, issuing check or electronic payment and acknowledging receipt 

	Processing payments from customers
	Customers information and credit card information used to acquire healthnet products 

	Transfer of Health records
	The movement of health data to different medical professionals safely and securely.

	Information stored in web portal
	Information stored in web portal for clients to use and show medical professionals.

	Healthnet Connect lists of medical professionals
	This list of professionals is integral for customers looking for professionals that are covered within their respective networks.

	
	

	
	


   Each of the above-listed processes is directly related to the functionality of our information servers. The information systems are a critical part of our network and integral part of our system that directly impacts and supports multiple functions that customers and clients interact with regularly.
C. [bookmark: _Toc149736948]Outage Impacts
The following impact categories represent important areas for consideration in the event of a disruption or impact. 
Impact category:  Impact values for assessing category impact: 
· Severe = 5
· Moderate = 3-4
· Minimal = 1-2
[image: Text, letter

Description automatically generated]
The table below summarizes the impact on each mission/business process if {system name} were unavailable, based on the following criteria: 
	System Name
	Severity Level

	Payment of vendor Invoices
	4

	Payment Processing 
	5

	Transfer of Health Records
	3

	Information in web portal
	2

	Healthnet Connects list of professionals
	2





D. [bookmark: _Toc149736949]Estimated Downtime
Working directly with mission/business process owners, departmental staff, managers, and other stakeholders, we have estimated the downtime that is acceptable for Health Network Inc 
· Maximum Tolerable Downtime (MTD). The MTD represents the total amount of time leaders/managers are willing to accept for a mission/business process outage or disruption and includes all impact considerations. Determining MTD is important because it could leave continuity planners with imprecise direction on (1) selection of an appropriate recovery method, and (2) the depth of detail which will be required when developing recovery procedures, including their scope and content. 
· Recovery Time Objective (RTO). RTO defines the maximum amount of time that a system resource can remain unavailable before there is an unacceptable impact on other system resources, supported mission/business processes, and the MTD. Determining the information system resource RTO is important for selecting appropriate technologies that are best suited for meeting the MTD. 
· Recovery Point Objective (RPO). The RPO represents the point in time, prior to a disruption or system outage, to which mission/business process data must be recovered (given the most recent backup copy of the data) after an outage. 
The table below identifies the MTD, RTO, and RPO (as applicable) for the organizational mission/business processes that rely on Health Network Inc’s information systems.
	Business Process
	MTD
	RTO
	RPO

	Pay-vendor Invoices
	24 Hours
	24 Hours
	12 Hours

	Payment Processing
	12 Hours
	6 Hours
	6 Hours

	Record Transfers
	12 Hours
	6 Hours
	4 Hours

	Information Storage
	6 Hours
	4 Hours
	3 Hours




E. [bookmark: _Toc149736950]
F. Identify Resource Requirements
The following table identifies the resources that compose Health Network Inc’s information system’s including hardware, software, and other resources such as data files. 

	System resources/components
	Platform OS/Version
	Description of system

	HNet Application database
	Windows server 2020
	This database holds the information of all the applications.Health Network Inc provides

	HNet Data centers
	Windows server 2020
	Data centers for Health Net contain databases for all of applications and customer PII.

	Hnet employee devices
	Windows 11 Pro
	Devices contain a multitude of different data that corresponds directly with, employees employment.

	Hnet Information systems database
	Windows server 2020
	Contains all the data from doctors and patients regarding health information

	
	
	



G. [bookmark: _Toc149736951]Identify Recovery Priorities for System Resources
The table below lists the order of recovery for Health Network Inc information systems resources. The table also identifies the expected time for recovering the resource following a “worst case” (complete rebuild/repair or replacement) disruption. 
Recovery Time Objective (RTO) - RTO defines the maximum amount of time that a system resource can remain unavailable before there is an unacceptable impact on other system resources, supported mission/business processes, and the MTD. Determining the information system resource RTO is important for selecting appropriate technologies that are best suited for meeting the MTD. 
	Priority
	System Resources/Components
	Recovery-Time Objective

	Power/electricity
	ComEd 48584
	6 hours to restore

	Network/wireless connectivity
	Netgear Nighthawk 5300
	3 hours to restore

	HNet-Operating Systems
	Windows 11 pro x64
	2 hours to restore

	HNet-Application database
	Optiplex GX280
	4 hours to restore

	Hnet-databases 
	Optiplex GX280
	4 Hours to restore

	
	
	

	
	
	










[bookmark: _Toc149736952]Business Continuity Plan (BCP)

A. [bookmark: _Toc149736953]Overview
The purpose of this document is to outline the best practices and course of action in the unfortunate event that a disaster was to occur. This document will outline the practices on how we at Health Network Inc plan to continue after a disaster.
I. Scope
The business continuity plan provides insight into the internals of Health Network Inc’s infrastructure. The scope of this business continuity plan is to analyze and proceed after a disaster occurs. The main objective of this document is to ensure that infrastructure will recover and continue accordingly.
II. Key Business Areas
HNetPay is a web portal used by many of the company’s HNetExchange customers to support the management of secure payments and billing. The HNetPay web portal, hosted at Health Network production sites, accepts various forms of payments and interacts with credit-card processing organizations.

HNetExchange is the primary source of revenue for the company. This service handles secure electronic medical messages that originate from its customers, such as large hospitals, which are then routed to receiving customers such as clinics.

HNetConnect is an online directory that lists doctors, clinics, and other medical facilities to allow Health Network customers to find the right type of care at the right locations. It contains doctors’ personal information, work addresses, medical certifications, and types of services that the doctors and clinics offer. Doctors are given credentials and can update the information in their profile.

Health Network customers, which are the hospitals and clinics, connect to all three of the company’s products using HTTPS connections. Doctors and potential patients can make payments and update their profiles using Internet-accessible HTTPS websites.
III. Critical Functions

IV. Acceptable Downtime
The acceptable downtime for the majority of systems is about 24 hours for impacted areas. Any time over 24 hours Health Network Inc will lose substantial revenue and will negatively impact customer relations and rapport. Downtimes over 24 hours will cause customers to not have information and personal data available to transfer to medical professionals which will result in revenue loss and potential lawsuits. Over 24-hour downtime will also result in payment to vendors and overall payments systems to be delayed causing an overall loss in revenue.
V. Plan to Maintain Operations
In the event of a disaster rendering any of the main areas of operations unusable or dangerous in Minneapolis, Minnesota, in Portland, Oregon and Arlington, Virginia employees may report to any of the data locations located near the main areas of operation. These corresponding locations are equipped with the equipment necessary to continue operations temporarily until the respective headquarters is safe and inhabitable again.
B. [bookmark: _Toc149736954]Roles and Responsibilities
Listed below are the roles and responsibilities at Health Network Inc that will be needed to fulfill the obligations listed so that Health Network Inc will be able to resume operation after a disaster.

Senior Management
· Advise employees how to handle situations regarding PII.
· Direct and engage employees when a risk occurs.
· Should be the people responsible for directing employees to follow roles in the risk management plan.
IT Management
· Recognize IT issues and analytics.
· Provide IT information to senior management.
· Identifying all the issues 
· Assess the issues and potential risks.
System and Information Owners
· Monitor and assess issues.
· Provide software to help with issues. 
· Assess information and provide hardware to help with mitigation of threats. 
Functional Management
· Monitor and assess risk.
· Keep employees focused and on track to mitigate risks.
Information Security (IS) Management
· Adds extra security to information and PII
· Able to add and assist higher levels of management with classification of Information issues.
· The ability to tell different levels of management the amount of information or PII potentially being breached.
Security Awareness Trainers
· Can use breaches and past instances of issues as learning experiences for training.
· Have the ability to explain and train people on issues that may arise.
· First line of defense in teaching employees how to combat threats.
· Train and teach employees designated roles and ways to prevent cyber issues.

C. [bookmark: _Toc149736955]Incident Management Team
Our Incident management team will be responsible for making sure our employees are safe and secure during incidents. Our Incident management team will be mobilizing during times of incidents and will be responsible for making sure the infrastructure will be brought up as quickly as possible. 
D. [bookmark: _Toc149736956]Emergency Communications
In the scenario that a disaster was to occur and employees and customers were needed to reach us at Health Network Inc we will have a designated email address (HealthNetIncemergency@HealthNetInc.com) where an employee will be appointed to manage incoming emails and respond accordingly. Health Network Inc will also have a hotline managed by an employee (815-999-1010) this employee will take note of potential effected employees and customers and will give instructions on how to recover accordingly.
E. [bookmark: _Toc149736957]Customer Communications
Customers of Health Network Inc will be able to contact our official emergency email address where a customer service representative will give instructions and inform customers of potential downtime and what to expect in the coming hours.
F. [bookmark: _Toc149736958]Staff Communications
Staff effected by incidents and disasters won’t be required to immediately respond or report to offices. It would be recommended that employees do respond after ensuring their own and families safety so managers can plan the next steps of recovery and continuity accordingly. Staff will be able to call our hotline (815-999-1010) or email us at (HealthNetIncemergency@HealthNetInc) with any sort of emergency or issues.
G. [bookmark: _Toc149736959]Incident Response Procedures
Our Incident Response procedures abide directly off the NIST 800-53 frameworks. The first step is to Identify the threat. The second step is to protect the important areas of the network by informing and taking precautions to protect the network. The third step is to detect which means we will be constantly running software to detect any abnormalities in the network. The fourth step is to respond and put our incident response plan into action. The fifth and final step is to recover with the use of our business continuity plan.



[bookmark: _Toc149736960]Part 5 – Final Risk Management Plan

The Part 5 Header above will be removed when you turn in the final document in Week 16 as this entire report will be the FINAL deliverable of the project.

Parts 1 thru 4 should be finalized when submitting the FINAL report, you have incorporated all of my comments, addressed any issues I pointed out in those parts and this would be the FINAL report you would give to your manager like your job depends on it.

NOTES:

· To update table right click, Update Field, and Update Entire Table

· Any other questions please reach out to me
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